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POLICY 

Title:  VIDEO SURVEILLANCE POLICY Number:  0140 

Reference: 
Board of Commissioners - August 22, 2007 
Administrative Committee - April 25, 2012 

Adopted by City Council: 
January 21, 2008 

Supersedes: 

Prepared by:  CORPORATE ASSET MANAGEMENT DEPARTMENT 

STATEMENT 

IT IS THE POLICY OF THE CITY OF MEDICINE HAT TO UTILIZE VIDEO SURVEILLANCE 
EQUIPMENT TO PROTECT AND ENSURE THE SECURITY OF INDIVIDUALS, ASSETS 
AND PROPERTY. 

PURPOSE 

To establish guidelines for the use of video surveillance monitoring and recording equipment 
which enhances the security of individuals, assets, property and activities within the jurisdiction 
of the City of Medicine Hat. 

The City of Medicine Hat recognizes the privacy of individual’s rights and freedoms may be 
reduced by the use of surveillance systems.  This policy is intended to ensure that individual 
rights are protected, and that the use of surveillance equipment is in accordance to the Freedom 
Of Information And Protection of Privacy (the Act). 

These guidelines do not apply to covert surveillance used for law enforcement purposes. 

These guidelines do not apply to the video or audio taping of City of Medicine Hat Council 
meetings. 

ROLE OF COUNCIL 

Receive, review and adopt this policy and any recommended amendments thereto. 
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1. DEFINITIONS 

1.01 Covert Surveillance  
Refers to the secretive continuous or periodic observation of persons, vehicles, 
places or objects to obtain information concerning the activities of individuals, which 
is then recorded in material form, including notes and photographs. 
 

1.02 Personal Information 
Is defined in section 1(n) of the FOIP Act as recorded information, including 
photographic or digital images, about an identifiable individual, including: the 
individual’s race, color, national or ethnic origin, the individual’s age or sex, the 
individual’s inheritable characteristics, information about an individual’s physical or 
mental disability, and any other identifiable characteristics listed in that section. 
 

1.03 Privacy Impact Assessment (PIA) 
Is a document that is used as a guide to help analyze a request for video 
surveillance and the impact it will have on privacy protection. 
 

1.04 Reception Equipment 
Refers to the equipment or device used to receive or record the personal information 
collected through a public surveillance system, including a camera or video monitor. 
 

1.05 Record 
Is defined in section 1(q) of the FOIP Act as a record of information in any form and 
includes notes, images, audio-visual recordings, x-rays, books, documents, maps, 
drawings, photographs, letters, vouchers and papers and any other information that 
is written, photographed, recorded or stored in any manner, but does not include 
software or any mechanism that produces records.  In the context of this guide, 
“record” includes digitally recorded or stored media such as images on video tape.  
 

1.06 Storage Device 
Refers to a videotape, computer disk or drive, CD ROM, DVD, computer chip, or 
other storage mediums, used to store the recorded visual images captured by a 
surveillance system. 
 

1.07 Surveillance System 
Refers to a mechanical or electronic system or device that enables continuous or 
periodic video recording, observing or monitoring of personal information about 
individuals in open, public spaces (including streets, highways, parks), public 
buildings (including provincial and local government buildings, libraries, health care 
facilities, and educational institutions) or public transportation, including school and 
municipal transit buses or other similar vehicles. 
 

2. RESPONSIBILITIES 

2.01 City Council 
(a) Adopt, by resolution, the City of Medicine Hat's Video Surveillance Policy. 

 
2.02 Chief Administrative Officer 

(a) Responsible for the overall Corporate Video Security Surveillance Program. 
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2.03 Board of Commissioners 

(a) Responsible for the approval of the Video Surveillance Procedure. 
 

2.04 General Managers 
(a) Of each department are responsible for ensuring the establishment of 

department procedures of video surveillance equipment, in accordance with this 
Policy. 

(b) Responsible for completing the Privacy Impact Assessment and submitting it to 
the Superintendent of Communications to analyze the Assessment to ensure 
the request complies with the City of Medicine Hat Video Surveillance Policy 
and the FOIP Act. 

 
2.05 Superintendent of Communications 

(a) Is responsible for the life-cycle management of authorized video security 
surveillance systems (specifications, equipment standards, installation, 
maintenance, replacement, disposal and related requirements [e.g. signage]) 
including: 
(1) Receiving and reviewing the PIA.  When satisfied that all criteria has been 

addressed, authorizes the installation of the video surveillance system. 
(2) Documenting the reason for implementation of a video surveillance 

system at the designated area. 
(3) Maintaining a record of the locations of the reception equipment. 
(4) Maintaining a list of personnel who are authorized to access and operate 

the system(s). 
(5) Maintaining a record of the times when video surveillance will be in effect. 
(6) Posting and maintaining proper signage (refer to Section 3.11). 
(7) Assigning a person responsible for the day-to-day operation of the system 

in accordance with the Policy, Procedures and direction/guidance that 
may be issued from time-to-time. 

(b) The data/information collected belongs to and remains in the custody and under 
the control of the Superintendent of Communications for the City of Medicine 
Hat. 

 
3. PROCEDURES 

3.01 Considerations 

(a) Prior to installation of video surveillance equipment, the City must consider the 
following: 
(1) The use of each video surveillance camera should be justified on the 

basis of verifiable specific reports of incidents of crime or significant 
safety concerns or for crime prevention.  Video cameras should only be 
installed in an identified area where video surveillance is a necessary and 
viable detection or deterrence activity. 

(2) An assessment of the effects that the proposed video surveillance system 
may have on personal privacy should be conducted in an attempt to 
mitigate any adverse effects.  Privacy intrusion should be minimized to 
that which is absolutely necessary to achieve its required lawful goals. 
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(3) A requirement that employees and service providers review and comply 

with the Policy and the Act in performing their duties and functions related 
to the operation of the video surveillance system. 

3.02 Access to information 

(a) Access to this information is limited to the following individuals and for the 
purpose of investigation of an incident on any public place: 

(1) CAO 
 
(2) Commissioners 
 
(3) Human Resources Manager 
 
(4) FOIP Head 
 
(5) City Solicitor, or designate 
 
(6) Superintendent of Communications ,or designate 
 
(7) General Manager, or designate, of the area being monitored 
 
(8) Contracted Security Provider 
 
(9) Medicine Hat Police 

 

3.03 Video surveillance equipment should never monitor the inside of areas where the 
public and employees have a higher expectation of privacy, such as change rooms 
and washrooms. 

3.04 Equipment should be installed in such a way that it only monitors those spaces that 
have been identified as requiring video surveillance. 

3.05 Adjustment of the camera position should be restricted, if possible, to ensure only 
designated areas are being monitored. 

3.06 Recording equipment should be installed in a controlled access area.  Only 
authorized personnel should have access to data storage. 

3.07 The video reception equipment should be positioned, if possible, in such a manner 
that does not allow the public to clearly view the screen. 

3.08 Requests to review recorded images must be incident specific and approved by the 
Manager of the area being monitored to protect against such risks as unauthorized 
access, collection, use, disclosure or destruction of personal information as per 
Section 38 of the Act. 

3.09 An individual may make an application through the City’s FOIP Co-ordinator to view 
or have access to their own personal information that has been collected. 

(a) Any disclosure of personal information must comply with Section 40 of the Act. 
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3.10 Retention 

(a) The City will use a recording system that overwrites data on a continual basis.  
Retention of the recorded video data shall be for a period not longer than 90 
days.  If recorded data is not saved or transferred to another medium, (such as 
CD or DVD), the material will automatically be deleted and purged. 

(b) Recorded data that has been saved to another medium, for investigation 
purposes, will be retained for a period of at least one year after the incident it 
relates to has been fully investigated and resolved. 

3.11 Signage 

(a) At each location where video monitoring occurs, signs not less than 800 square 
centimeters in size must be prominently displayed.  The sign must clearly state 
that areas are under video monitoring. 

(b) Signage should also include contact information for the Superintendent of 
Communications who can provide information regarding this Policy. 

(c) Examples of a notice may include: 
(1) “This area is under Video Monitoring, City of Medicine Hat” 
(2) “Video Monitoring occurs in this area, City of Medicine Hat” 
(3) “This area is monitored by Video Surveillance” 

 
 
4. ATTACHMENTS 

4.01 Privacy Impact Assessment (PIA) Questionnaire 

4.02 Guide to Using Surveillance Cameras in Public Areas 
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City of Medicine Hat Privacy Impact Assessment (PIA) Questionnaire 

   

 

 

Privacy Impact Assessment Questionnaires must be submitted to the Superintendent of 

Communications, Electric Utility. 
 

- - - 
 

This PIA Questionnaire is to be used as a guide to help analyze a request for video 

surveillance for privacy protection with regard to collection of personal information. 

 

This PIA Questionnaire works in conjunction with the City of Medicine Hat Video 

Surveillance Policy and the Freedom of Information and Protection of Privacy Act. 
 

 

Proposed Location:       

Civic Address or      

Legal Land 

Description:       

Division:       

Department:       

Date of Request:       

Has a PIA been conducted previously at this installation?     Yes           No 

 If yes, please attach a copy.  

 

A:  Scope & Scale 

A1 
Provide a detailed description of the area to be monitored.  Attach a drawing if possible. 

Response:        

A2 
What is the purpose of video surveillance at this location? 

Response:        

A3 

How will the video images be used?  (eg. deterrent, solve crimes, identify people, monitor 

activities) 

Response:        

A4 
Will cameras be actively monitored or just recording? 

Response:        

A5 

If the cameras are actively monitored, will there be a “voice-over” speaker to 

communicate to the area? 

Response:        

A6 
Who will perform the installation of the cameras and adjustment of the viewing area? 

Response:        
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A7 

Are the installers trained with respect to the PIA and City of Medicine Hat Video 

Surveillance Policy? 

       Yes           No 

A8 
If no, how will they be trained? 

Response:        

A9 
Who will have access to view the video surveillance in this application? 

Response:        

A10 

Are those who have access to view the video surveillance trained with respect to the City 

of Medicine Hat Video Surveillance Policy? 

Response:        

A11 
How will the images be stored?  (eg. tape, cd, dvd, or other electronic media) 

Response:        

A12 
How long will the images be kept? 

Response:        

A13 
How will video surveillance in this application be deemed successful? 

Response:        

A14 
What is the duration of video surveillance in this application? 

Response:        

A15 
Will images be compared or cross-referenced to databases to determine identities? 

Response:        

 

B:  PIA Auditing 

B1 
What is the auditing method for this PIA?  (eg. PIA expiration date and re-application) 

Response:        

 

 

PREPARED BY & 

DATE: 

             

APPROVED BY & 

DATE: 

             

SUPERINTENDENT 

OF 

COMMUNICATIONS 

& DATE: 

             

ATTACHMENTS:       
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